INSIGHTS REPORT

& NINJIO



TABLE OF CONTENTS

Executive Summary

Introduction

The Susceptibilities
Fear
Obedience
Creed
Opportunity
Sociableness
Urgency
Curiosity

Conclusion

About NINJIO

10

1

12

13



EXECUTIVE SUMMARY

Social engineering is the foundation of the vast majority of cyberattacks, which is
why cybercriminals have developed a wide array of techniques for deceiving and
manipulating their victims. These techniques work because they're built around
the exploitation of seven ingrained aspects of human psychology:
fear, obedience, greed, opportunity, sociableness, urgency, and curiosity.

In this guide, we will examine:

Each major psychological vulnerability and discuss how CISOs can equip employees to

—
recognize when a cybercriminal is trying to manipulate them.

= How psychological vulnerabilities intersect — for example, a cybercriminal may
impersonate an authority figure to frighten an employee into taking immediate and
reckless action.

= How employees vary in their individual susceptibilities. No matter what psychological

weapons cybercriminals deploy, employees need to be equipped with an awareness of
the ways their own minds can be used against them.



INTRODUCTION

No matter how much the cyber threat landscape shifts as bad actors adopt new tactics, one
aspect remains constant: cybercriminals rely on social engineering. According to Verizon's
latest Data Breach Investigations Report (DBIR), 74% of all breaches involve a human element.
Cybercriminals know which psychological vulnerabilities they can exploit to infiltrate an

organization and never stop refining their ability to do so.

While social engineering is constantly evolving, there are seven major psychological
susceptibilities that underpin the tactic: fear, obedience, greed, opportunity, sociableness,
urgency, and curiosity. Hackers target these susceptibilities to manipulate victims into making
mistakes. That's why CISOs and other security leaders need to understand why they work and
how to combat them: with cybersecurity awareness training that's personalized, engaging, and

addresses the full range of vulnerabilities.



https://www.verizon.com/business/resources/Tba6/reports/2023-data-breach-investigations-report-dbir.pdf

SUSCEPTIBILITY #1: FEAR

Cyberattacks often include language meant to frighten or intimidate victims.

Cybercriminalsalso blend fear with deception by impersonating government officials,
company leaders, and other authority figures to convince victims that they will be
punished for added effect. Fear is a powerful motivator.

“There are effects of fear on nearly all aspects
of cognition, ranging from attention to
memory to judgment and decision-making.”

Cybercriminals have good reasons to rely on it. A study published by Ralph Adolphs, a
Professor of Psychology, Neuroscience, and Biology at CalTech, found that “there are
effects of fear on nearly all aspects of cognition, ranging from attention to memory
to judgment and decision-making.” When people are afraid, they behave in ways
that bad actors can predict and exploit. If an employee receives an email from
a cybercriminal who claims to have access to sensitive company records, feelings
of anxiety and panic make sound decision making more difficult. This is the bet
cybercriminals make when they launch ransomware attacks — they expect the fear
of ever-worsening consequences to override the resistance to paying a ransom. The
latest Cost of a Data Breach Report from IBM found that the average ransomware
attack caused $5.13 million in damage, an increase of 13 percent from 2022.

KEY TAKEAWAYS

Effective CSAT should expose the ways cybercriminals use victims' fear
against them - from threatening to expose private information to insisting
that a failure to cooperate will lead to harsh punishment.

Aggressive and impatient communication should always set off alarms. When

employees suspect cybercriminal activity, there need to be clear reporting

channels.

CISOs should use individual assessments to determine which employees are
most likely to be swayed by fear, as well as which behavioral interventions will
equip them to resist.


https://www.cell.com/current-biology/fulltext/S0960-9822(12)01435-2?_returnURL=https%3A%2F%2Flinkinghub.elsevier.com%2Fretrieve%2Fpii%2FS0960982212014352%3Fshowall%3Dtrue
https://www.ibm.com/downloads/cas/E3G5JMBP
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SUSCEPTIBILITY #2

Many fear-based social engineering attacks rely on another psychological susceptibility: obedience.
Cybercriminals present themselves as authority figures to make it more difficult to resist their
demands. There's a reason so many cybercriminals impersonate IRS agents and other law

enforcement officials as an intimidation tactic.

“The authority principle is the most used
persuasion technique in phishing. ”

A study from researchers at Carnegie Mellon University on the effectiveness of phishing reports that
one of the most successful attack strategies is the use of an “authoritative tone.” This is consistent
with other research, such as a 2020 study which explains that “the authority principle is the most
used persuasion technique in phishing. Messages designed to appear as if they originate from an
authoritative or trustworthy entity ... may persuade users to feel obligated to obey or respond to
requests.” Cybercriminals take advantage of the natural human inclination to obey authority, which
is heavily conditioned by a range of dominant social norms. They also generate a sense of urgency

to create stress and increase the likelihood that victims will follow orders.

KEY TAKEAWAYS

CISOs must empower employees to look out for red flags — such as coercive language and
demands for immediate action — and verify orders that sound suspicious.

Employees should know that the company will never fault them for taking extra steps to

ensure the security of communications and transactions.

Effective CSAT helps employees avoid rushed decision-making and carefully evaluate each
interaction for signs of suspicious behavior.



https://www.frontiersin.org/articles/10.3389/fpsyg.2018.00135/full
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC7252086/

SUSCEPTIBILITY #3: GREED

Cybercriminals also rely on inducements, like money or privileged access, to exploit what people
want or crave. Many phishing emails lure victims with get-rich-quick schemes, promises to eliminate
their debts, or other financial incentives.

According to the FBI, the costliest type of cyberattack in 2022 was investment fraud. Incidents
increased by 127 percent from 2021 to 2022, largely driven by an explosion of cryptocurrency scams.
It's no surprise that a widespread craving for financial rewards has driven a major uptick in successful
cyberattacks - the desire for money can have a major impact on our tolerance for risk. For example,
an article from researchers at the University of California at San Diego found that “individuals are
more risk-seeking if they are asked to imagine that they will be wealthy in the future.”

KEY TAKEAWAYS

CISOs must show employees how cybercriminals can manipulate them with ostensibly
lucrative offers that play on our natural acquisitive tendencies.

These tendencies vary from person to person, which is why CSAT should be personalized on
the basis of each employee’s personality characteristics and habits.

CSAT must also highlight real-world examples of cybercriminals leveraging employees’
desires to get what they want.
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https://www.ic3.gov/Media/PDF/AnnualReport/2022_IC3Report.pdf
https://www.cambridge.org/core/journals/judgment-and-decision-making/article/when-imagining-future-wealth-influences-risky-decision-making/07F1924FE8FFFFAB8668477F77C68BB9

SUSCEPTIBILITY #4: OPPORTUNITY

The fear of missing out on an opportunity can be a powerful motivator. Cybercriminals are experts at

presenting their scams as irresistible opportunities to make money, gain access, and earn prestige.

Research from the departments of Computer Science and Psychology at the University of Texas
at San Antonio found that victims continue to fall for social engineering attacks even when they're
capable of identifying suspicious elements of a fraudulent message: “For suspicions to be effective
in reducing social engineering susceptibility, the risk must outweigh the benefit of complying with
the message.” Thisis an alarming reminder that employees are in a particularly risky position when
they believe they've received a compelling opportunity. At a time when Al has made it easier than
ever for cybercriminals to generate convincing messages, employees are even more likely to fall for
these attacks.

“For suspicions to be effective in reducing social
engineering susceptibility, the risk must outweigh
the benefit of complying with the message.”

Opportunities can take unexpected forms, such as the desire to please a client or a company leader.
When cybercriminals present themselves as figures of authority, they primarily do so to intimidate
employees into making reckless decisions. However, employees may also view a demand from the
boss as an opportunity to demonstrate their competence or value. The FBI reports that business
email compromise (BEC) is among the costliest types of cyberattacks, and it often works by
convincing an employee to trust an authority figure who's demanding action. BEC can implicate
many psychological susceptibilities at once: the fear of punishment, the inclination to follow orders,
and the perception of opportunity.

KEY TAKEAWAYS

CSAT should provide clear examples of how “opportunities” like potential investments have

made victims vulnerable to psychological manipulation.

Recall that the perception of risk must outweigh potential benefits employees associate with
fraudulent messages. CSAT must emphasize the severity of these risks.

CISOs need to have a thorough appreciation for all the ways in which perfectly normal
aspects of human psychology lead to dangerous behaviors. This will allow them to assess the
vulnerabilities of their workforces and develop personalized CSAT. 8



https://www.frontiersin.org/articles/10.3389/fpsyg.2020.01755/full
https://www.ic3.gov/Media/PDF/AnnualReport/2022_IC3Report.pdf

SUSCEPTIBILITY #5: SOCIABLENESS

Cybercriminals know human beings are naturally social, and they're constantly devising new ways

to mimic organic conversations and convince victims that they're talking to a trusted entity.

When cybercriminals develop a rapport with a victim, often through social media, they know it
will be much easier to manipulate them. One of the costliest cyberattack categories is confidence
fraud, in which cybercriminals spend a significant amount of time interacting with the victim to
build the relationship necessary to execute a scam. Cyberattacks like these illuminate one of the

most critical psychological factors in social engineering schemes: trust.

There are many ways cybercriminals attempt to build trust with their victims: by presenting
themselves as authority figures, using personal information, and creating the illusion of legitimacy
with certain visual cues. A paper from researchers at NHL Stenden University of Applied Sciences in
the Netherlands published in the International Journal of Cyber Criminology found that “everyone is
susceptible to some degree to online banking fraud victimization,” which is consistent with a large
body of other research. However, there are significant differences between people in their level of
susceptibility, and this is often due to divergent personality traits. For example, a study on phishing
vulnerability conducted by researchers from Virginia Tech and the US Army Research Laboratory
found that “agreeableness and neuroticism have [a] significant effect on perceived trust and risk” —

the latter decreases trust and increases risk awareness, while the former does the opposite.

KEY TAKEAWAYS

Beyond the direct role of personality traits in employees’ vulnerability to cyberattacks, their
personal habits — such as social media use — also have a major impact. Employees should be

warned that cybercriminals are paying close attention when they post.

Remind employees that cybercriminals often collect information that can later be used to

establish trust and strengthen interpersonal connections in other ways.

Employees should always confirm who they're speaking with and use multiple independent

channels if transfers of sensitive data or money are involved. 9



https://www.cybercrimejournal.com/pdf/Jansen&Leukfeldtvol10issue1IJCC2016.pdf
https://www.researchgate.net/publication/304457032_Effect_of_personality_traits_on_trust_and_risk_to_phishing_vulnerability_Modeling_and_analysis

SUSCEPTIBILITY #6: URGENCY

Whatever the scheme, one of the most powerful psychological weapons in the cybercriminal’s

arsenal isthe sense of urgency. Bad actors want to disorient employees and cajole them into making

mistakes, and this is easier when employees feel like they have to make split-second decisions.

Social engineering attacks often contain
language about the need for immediate
action to evade a crisis, take advantage of a
time-sensitive offer, or maintain access. The
goalis to limit victims’ mental bandwidth and
prevent them from focusing on red flags. For
example, researchers at SUNY Buffalo, Brock
University, and Ball State University found
that “urgency cues” in phishing messages
inhibited victims' ability to detect the

malicious elements of those messages.

One of the most effective tactics is
impersonating a victim’s loved ones. When
people think their friends or family are in
urgent need, they will act more quickly. This is
yet another example of the interplay between
psychological vulnerabilities: fear, social,
and urgency. With the emergence of large
language models, deepfakes, and other Al
tools, it will be much easier for cybercriminals
to convince victims that others are in trouble

by imitating their appearance or voice.

“Urgency cues in phishing messages
inhibited victims’ ability to detect the
malicious elements of those messages.”

KEY TAKEAWAYS

Employees must look beyond the content of a message itself and determine why an

interlocutor wants them to take a course of action.

Employees should always run through a social engineering checklist: is the tone of the

message threatening or coercive in some other way? Are they being told that urgent action

is necessary? How can they authenticate the message?

Questions like these will only become second nature to employees if they're consistently

reinforced with engaging CSAT content.

10


https://www.sciencedirect.com/science/article/abs/pii/S016792361100090X?via%3Dihub

“People will sometimes seek to satisfy
their curiosity even if they expect
negative consequences.”

SUSCEPTIBILITY #7: CURIOSITY

Companies want to cultivate curiosity in the workforce because it's a driver of innovation. But
curiosity can also be a psychological susceptibility when it leads employees to fall for a social

engineering attack.

Phishing is highly effective at leveraging employees’ psychological vulnerabilities and many attacks

exploit victims' curiosity by offering access to information. Curiosity is a basic feature of human

cognition, and it often overrides the more circumspect aspects of our psychology. For example, a

2016 paper from researchers at the University of Chicago and the University of Wisconsin highlights
the “perverse side of curiosity,” as people will sometimes seek to satisfy their curiosity “even if they
expect negative consequences.” This should be particularly alarming for CISOs because it suggests
that some employees will continue to engage with bad actors and click on malicious content even

when they're feeling suspicious.

KEY TAKEAWAYS

CISOs can present employees with phishing tests that are designed to pique their curiosity

with personalized appeals based on their interests and psychological profiles.

Emphasize the countless examples of cybercriminals using curiosity to convince victims to

click on corrupt links or download malware.

CISOs should help employees channel their natural curiosity toward cybersecurity awareness.
While curiosity can be a liability, it can also be an asset when employees are quick to

interrogate messages and other content.
11


https://journals.sagepub.com/doi/abs/10.1177/0956797616631733

CONCLUSION

Although these seven major psychological vulnerabilities are universal aspects of our cognition,
there are substantial differences in how they manifest in each individual. This is why CSAT has to be
personalized to account for employees’ psychological profiles as well as their levels of knowledge
or learning styles.

It has never been more important for CISOs to build CSAT platforms that account for the full range
of psychological tactics that cybercriminals deploy. Employees have to cultivate an acute sense of
cybersecurity awareness, which will help them understand psychological schemes and how they
interact. CISOs must build this awareness, personal responsibility, and psychological resilience at
every level of the company.

Finally, CSAT has to be engaging. This is yet another way an understanding of psychology and
behavioral science will help CISOs protect their companies — they have to provide content that will
keep employees focused on what they have to learn and allow them to retain information. When
CISOs have a comprehensive understanding of how cybercriminals leverage victims' psychological
vulnerabilities, they can use this knowledge to develop a personalized and engaging CSAT platform
that gives employees the mental tools to fight back.




& NINJIO

NINJIO lowers human-based cybersecurity risk through engaging training, personalized testing,
and insightful reporting. Our multi-pronged approach to training focuses on the latest attack
vectors to build employee knowledge and the behavioral science behind human engineering

to sharpen users’ intuition. The proprietary NINJIO Risk Algorithm™ identifies users' social
engineering vulnerabilities based on phishing simulation data and informs content delivery to

provide a personalized experience that changes individual behavior.



